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À A c B þ D ÿ
(General) Data Protection (Regulation)

Amelia Andersdotter

Uppsala, 26 April 2018
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• Why data protection?
• Some fundamentals (video)
• New rules about profiling(!)
• Data protection in research.
• Self-study ideas

• Breach notifications. How and why?
• Filling in an ethics compliance form.

Me: From Sweden. 5 years in teh Brussels bubble, 5 years are Lund
(math+law), 3 months as a research fellow in India (cyber!), currently tech
and human rights with ARTICLE19 (IETF+IEEE), and data protection at
dataskydd.net
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• Why data protection?
• Some fundamentals (video)
• New rules about profiling(!)
• Data protection in research.
• Self-study ideas

• Breach notifications. How and why?
• Filling in an ethics compliance form.

Me: From Sweden. 5 years in teh Brussels bubble, 5 years are Lund
(math+law), 3 months as a research fellow in India (cyber!), currently tech
and human rights with ARTICLE19 (IETF+IEEE), and data protection at
dataskydd.net
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#EUdatap 2016– : Three paradigms

1850 2020

1870
The right to be secret/to
be left alone
(Brandeis/Warren).

1952
ECHR, art. 8
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#EUdatap 2016– : Three paradigms

1850 2020

1870
The right to be secret/to
be left alone
(Brandeis/Warren). 1970

Right to transparency,
accountability (Westin).

1952
ECHR, art. 8

1973
Datalag
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#EUdatap 2016– : Three paradigms

1850 2020

1870
The right to be secret/to
be left alone
(Brandeis/Warren).

1990
Right to shape ones own identity
(Agre et. al).

1970
Right to transparency,
accountability (Westin).

2018
GDPR/DPD

1998
PUL

1952
ECHR, art. 8

1973
Datalag
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Time-line inspired by chapter 2 of Seda Gürses doctoral thesis on
privacy-enhancing technologies at KU Leuven from 2010 (see links).
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Some fundamentals
Good video from Hongkong
Privacy Commissioner:
https://www.youtube.com/
watch?v=j6fO6JVGGHg

Important concepts etc.

GDPR: mostly the same
Profiling, art. 22
Breach notifications, art. 34
Security, art. *(!)

In Sweden, no optimal clarity.

Sweden has a sizeable direct marketing industry and
extensive personal data research opportunities.

https://www.youtube.com/watch?v=j6fO6JVGGHg
https://www.youtube.com/watch?v=j6fO6JVGGHg
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Profiling, art. 22
Breach notifications, art. 34
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Data protection in research (in Sweden)

One EU, 27 (28) exceptions.

• Government registers. https://www.registerforskning.se/

• Opt-in? Opt-out?
• Too Much Info (TMI)!

• Ethics committees.
• Costs money, SEK 5000 or ∼ EUR500.
• Applies also to student projects.
• Does not apply to non-research! Does apply to public

documents (criminal records)!
• Informing subjects? Consent-based?

• If?
• How?

https://www.registerforskning.se/
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Data protection in research (in Sweden)

One EU, 27 (28) exceptions.

• Government registers. https://www.registerforskning.se/

• Opt-in? Opt-out?
• Too Much Info (TMI)!

• Ethics committees.
• Costs money, SEK 5000 or ∼ EUR500.
• Applies also to student projects.
• Does not apply to non-research! Does apply to public

documents (criminal records)!
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• If?
• How?

https://www.registerforskning.se/


.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

Data protection in research (in Sweden)

One EU, 27 (28) exceptions.
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the golden rule of data protection

don’t be creepy
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Some examples

1. Facebook “emotional contagion” experiment (see link)
2. Subjects indicate in surveys they want to be informed of research

(cf. Vårdanalys Rapport 2017:10) [only in Swedish]
3. Controversies over Swedish DNA database PKU (ongoing).
4. Cathy O’Neill’s Weapons of Math Destruction (US examples).
5. Census and survey fatigues, non-response biases.
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Breach notification California

• Since 2002.
• Now in 48 states.
• 8 of which have open web

archives.
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EU breach notification

• For telecom sector since 2009.
• In GDPR & NIS-directive.
• Obligatory but not public.

https://dataskydd.net/incidentrapporter-exempel

https://dataskydd.net/incidentrapporter-exempel
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Filling in an ethics compliance form

• Try it!
• https://www.epn.se/media/2425/ansoekningsblankett.doc

https://www.epn.se/media/2425/ansoekningsblankett.doc


.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

.
.
.

.

https://dataskydd.net |
amelia.andersdotter@dataskydd.net


